Enrollment No: Exam Seat No:

C. U. SHAH UNIVERSITY
Winter Examination-2022

Subject Name: Cryptography and Network Security
Subject Code: 4TEO6CNS1 Branch: B.Tech (CE)
Semester: 6 Date: 22/09/2022 Time: 11:00 To 02:00 Marks: 70

Instructions:
(1) Use of Programmable calculator & any other electronic instrument is prohibited.
(2) Instructions written on main answer book are strictly to be obeyed.
(3) Draw neat diagrams and figures (if necessary) at right places.
(4) Assume suitable data if needed.

Q-1 Attempt the following questions: (14)
a) Define threat.
b) Write down the full form of PGP
c) Who is an intruder?
d) List down different types of viruses
e) What is Assymetric key
f) Define Authentication
g) What is message Replay
h) Define
i)  What is Plain Text
j)  What is encryption
k) What is attack?
I) List down different types of hackers.
m) Which are network security devices used in network.
n) What is key in terms of Cyber Security.

Attempt any four questions from Q-2 to Q-8

Q-2 Attempt all questions (14)
A Explain Hashing Function in brief. 07
B Explain RSA algorithm in detail. 07
Q-3 Attempt all questions (14)
A Explain steganography in detail. 07
B Explain different types of active and passive attacks 07
Q-4 Attempt all questions (14)
A Explain Kerberos in detail 07
B Explain firewall design Principles in detail. 07
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Q-5

Q-6

Q-8

™ > ™ > ™ >

o >

Attempt all questions (14)
Explain OTP in detail with suitable example. 07

Explain IP Security in detail. 07

Attempt all questions (14)
Explain Digital signature in detail with neat diagram. 07

Write down different types of Cryptanalytic attack and explain them in 07

brief.

Attempt all questions (14)
Explain Public key cryptography in detail. 07

What is SSL? Which security services does it offers? How does it works? 07

Attempt all questions (14)
Explain E mail security in detail. 07

Explain MD5 algorithm 07
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